IMPROVING HEALTH CARE THROUGH INFORMATION MANAGEMENT

A Manager’s Guide to Successfully
Implementing Vendor-Supplied
Health Information Technology

C. Todd Couts

Implementing commercial off-the-shelf (COTS) health information technology products can be
very expensive and disruptive to an organization and its care delivery process. A broad manage-
ment framework is important for the proper selection and implementation of COTS products.

Introduction

As crystallized in the Institute of Medicine’s
(IOM) Crossing the Quality Chasm report,
the health care delivery system must re-
form itself to provide more effective and
efficient care. Two of IOM’s key recom-
mendations include effective use of infor-
mation technology (IT) and reengineered
care processes.' The federal government
also recognizes the transformative nature
of health IT and has established the Office
of the National Coordinator for Health IT. It
is now generally acknowledged that health
IT has the potential to help improve the
quality and reduce the cost of health care.

To meet these needs, health IT vendors of-
fer a wide variety of off-the-shelf products
that promise to transform the care delivery
process. If used properly, solutions such
as Computerized Physician Order Entry
(CPOE) may help clinicians reduce medical
errors and lower administrative costs.

In fact, managers in federal government
agencies are required to consider the use of
commercial off-the-shelf (COTS) products
for health IT solutions. The White House’s
Office of Management and Budget directs
agencies to “acquire off-the-shelf software
from commercial sources, unless the cost
effectiveness of developing custom soft-
ware to meet mission needs is clear and
has been documented.”?

However, implementing many of the COTS
health IT products can be very expensive
and disruptive to an organization and its
care delivery process. To extract the full
value of these solutions, management
must have a framework for the proper se-
lection and implementation of COTS soft-
ware products.

Critical Success Factors
Selecting a vendor-provided health IT sys-
tem is no guarantee of success. Off-the-
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shelf health IT products are typically very
complex solutions that require significant
management, clinical, and technical exper-
tise. There are several principles that you
should follow for a successful implementa-
tion of a COTS-based health IT product.®

Pick the Right Target

Before considering a COTS health IT prod-
uct, you should first determine if the area
under consideration is an appropriate tar-
get for a vendor product. COTS products
will introduce new workflows and proce-
dures to your organization. Examining and,
potentially, redesigning your work and de-
cision processes will provide the functional
criteria with which to evaluate alternative
COTS solutions.
making an investment decision, you should

Nevertheless, before
be willing to adapt your clinical workflow
to take advantage of the capabilities of the
product instead of significantly customiz-
ing the product.
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However, if your process is unique to your
organization and creates a competitive ad-
vantage, custom developing a solution to
fit your process may be more appropriate
than a COTS product.* If the technology
under consideration supports patient care,
you should also determine if the available
products are appropriate for your clinical
requirements and patient demographics.
For example, a health system in South
Carolina did not select a computer-based
home health solution to support its disease
management program because of antici-
pated low acceptance levels in its rural pa-
tient population.®

Limit Customization of the Product

By providing pre-packaged IT capabil-
ity, COTS products have the potential to
speed system roll-outs while minimizing
cost and risk. However, heavy customiza-
tion negates these benefits and introduces
additional risk to the project. For example,
significant customization can make it very
expensive and resource intensive to up-
grade to a vendor’s new software release.

Be Prepared to Reengineer Clinical Pro-
cesses and Workflow to Take Advantage of
the Product

Limiting product customization will require
revamping the clinical workflow to align
with the capabilities of the COTS product.
The goal of these process modifications is
to take advantage of as many out-of-the-
box product capabilities as possible while
assuring that your basic redesigned pro-
cesses are supported.

Consider If You Need to Hire an Integrator

Many of the larger vendors offer products
that are very intricate and require experi-
enced personnel for proper configuration
and implementation. Many vendors offer
certifications to IT personnel that attest to

their ability to implement their products
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correctly. If you do not have the appropri-
ate skills internally, you may need to hire a
systems integrator to assist with the proj-
ect.

Plan For an Incremental Roll-out

As is the case with many large endeav-
ors, COTS implementations are often best
completed incrementally. Incremental roll-
outs can allow users and IT personnel to
progress up the learning curve and adjust
to the change that large health IT systems
can introduce. Examples of logical incre-

To extract the full value of
these solutions, manage-
ment must have a
framework for the proper
selection and implementa-
tion of COTS.

ments include implementing CPOE for one
disease at a time or implementing pharma-
cy automation at a sequence of facilities.
If you are implementing a large product
suite, you may choose to implement the
modules incrementally to make the effort
more manageable.

Utilize a Disciplined Approach

Many COTS implementations involve mul-
tiple stakeholders, business processes,
and vendors. To manage this amount of
complexity, your organization will need
to follow a disciplined process for select-
ing and implementing a product. You will
need a well-constructed project manage-
ment approach that manages the scope,
cost, and schedule of the entire initiative.

You will also need a structured software
process that progresses the initiative from
concept to a functioning system in a logi-
cal, predictable manner.

Management Framework

The remainder of this article describes a
framework for selecting and implementing
vendor-provided health IT systems.® The
framework provides a foundation for the
project management and software imple-
mentation discipline that is required for a
successful COTS roll-out.

There are eight core phases that need to
be planned, executed, and managed care-
fully for a successful selection and imple-
mentation.

» Concept and business case definition

* Process and requirements analysis

¢ Screen and select product

 Design solution

* Product configuration and development
 Testing

* |mplementation, roll-out, and evaluation

* |nvestment and project review

Additionally, there are three foundational

activities that must be addressed through-
out the project:

* Project management
* (Clinical and business process reengineering

 QOrganizational change management

Figure 1 presents the framework graphi-
cally.”® Although the core phases appear
sequential in this diagram, the phases can
overlap and be performed iteratively as re-
quired to support the project.

Concept and Business Case Definition
As with any capital investment, a COTS
product selection and implementation re-
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Figure 1. COTS health IT management framework.

quires a business case that defines the ra-
tionale, benefits, risks, and metrics of the
project. A clear business case will keep the
project team focused as it evaluates ven-
dor offerings. Many large vendors have a
large array of products that salespeople
will offer in various combinations. A clear
set of metrics, such as reducing admis-
sions for a disease management program,
can help the product selection team cut
through marketing messages and make a
wise investment choice.

Process and Requirements Analysis

Before selecting a COTS product, the proj-
ect team must document the process and
requirements that the product will sup-
port. Selecting a product without process
and requirement definition significantly in-
creases the risk of a poor selection.

Document processes. Clearly documented
processes and procedures are absolutely
critical for implementations of COTS-
based health IT systems. The majority of

the screens, information collection, and
other software capabilities are provided
out-of-the-box by the vendor. Therefore,
the bulk of the effort should be to align
the product’s native functionality with the
required clinical or business processes.
If the area under consideration does not
have documented processes, the project
team must plan for and execute a process
documentation effort.

As the current state procedures are docu-
mented, the project team must identify
opportunities to overhaul the clinical work-
flow. Automating a flawed process, such
as prescription fulfillment, could increase
the occurrence of errors and decrease
medical quality.

Document requirements. The project team
must document the requirements for the
ultimate solution from all stakeholder per-
spectives. Most importantly, the require-
ments should capture the user needs that
the system should fulfill independent of
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technology. The requirements definition
effort should recognize that different user
groups may have varying needs. For ex-
ample, physicians may be most concerned
about organizing screens and information
in a way that facilitates fast data entry.
However, management users may be most
interested in reporting on the cost-effec-
tiveness of selected procedures.

Screen and Select Product

Once the project team documents the
process and requirements, the next step
is to select a vendor and product. Given
the number of vendors in some domains
and the complexities of their products, you
should plan adequate time for the selec-
tion phase.

Document a complete set of criteria for
product selection. You must consider a
complete set of evaluation criteria when
selecting a product. An incomplete set of
criteria could lead to a product investment
that does not result in expected outcomes.

Fall 2006 39



IMPROVING HEALTH CARE THROUGH INFORMATION MANAGEMENT

Table 1 identifies the four major catego-
ries of selection criteria and presents typi-
cal questions that need to be answered in
each category as the selection process is
carried out.

Functional criteria are frequently the most
obvious criteria to consider. Functional cri-
teria determine how well the products un-
der consideration meet the defined busi-
ness and user requirements (e.g., does the
COTS product collect the information that
is needed?). However, functional criteria
are not the only criteria of concern. Tech-
nical criteria determine how closely the
products meet the organization’s technical
architecture and policy.® Selecting a prod-
uct that does not align with existing tech-
nology infrastructure and policy could lead
to unexpected costs, schedule delays,
security risks, or other undesirable conse-
quences. Life cycle cost criteria evaluate
the complete life cycle costs of implement-
ing and operating the COTS product. Life
cycle costs include expenditures for the
acquisition, implementation, and main-
tenance of the selected product. Finally,
you should evaluate the stability and vi-
ability of the software vendor. Selecting a
COTS product creates a dependency on
the software vendor. If the vendor goes out
of business, discontinues the product line,
or is acquired, the organization may have
an unsupported COTS product and no ac-
cess to the source code.™

Try before you buy. You must beware of
“vaporware.” Vaporware is software or
hardware which is announced by a devel-
oper well in advance of release, but which
then fails to emerge without a protracted
development cycle.' One technique for
avoiding vaporware and ensuring that the
product meets your requirements is to in-
stall a version of the system in your environ-
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ment and use it in a mocked up mode. This
activity should include clinicians entering
sample data into the system and viewing
sample reports. This activity should also
allow your IT personnel to get a preview of
the inner-workings of the product.

Check references. As part of the selection
process, interview other organizations that
have implemented the product. If possible,
check references that the vendor does not
provide as part of its sales process to get

Implementing vendor-
based IT products has
the potential to transform
the care delivery and
other critical business
processes.

the most objective feedback. The purpose
of these interviews is to solicit opinion on
the product’s capabilities, quality of the
vendor’s support processes, and imple-
mentation experiences.

Include all stakeholders in the selection
process. The selection should include a
cross-section of all users affected by the
new product. This includes all clinicians
and management who will use the prod-
uct. This should also include the IT project
team that will implement and support the
product.

Design Solution
Once you select a product, you must en-
gage in a design process. The objective of

the design process is to identify the con-
figurations needed on the pre-packaged
system to meet your organization’s spe-
cific requirements.

Perform a gap analysis. The first step in the
design phase is to compare your organi-
zation’s requirements and process flow to
the out-of-the-box product capabilities.
The gaps identified during this activity will
highlight product configurations and cus-
tomizations that are required. This activity
will also highlight areas where the current
clinical workflow should be modified to
align with the product.

Design configurations and customizations.
Based on the gap analysis, identify the con-
figurations that are required to the prod-
uct. Configurations are vendor-allowed
modifications to the product that allow for
integration into a particular environment.
For example, many vendors will allow
you to rename a label on a screen so that
it makes sense to end users. Configura-
tion also includes designing the specific
workflow and alerts that a system should
provide. If necessary, this step should also
design customizations that are required for
a product to be integrated into your envi-
ronment.

Use an interactive, demonstration-based
design process. In many cases, the proj-
ect team can quickly generate screens and
reports for user review with a reasonable
amount of effort since it is starting with a
pre-packaged system. These review ses-
sions, referred to as conference room pi-
lots by some vendors and integrators, al-
low end users to provide requirements and
design feedback based on early versions
of the ultimate user interface that will be
available to them.? Introducing this visual
review approach can result in richer user
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Table 1. Major categories of evaluation criteria for vendor-supplied health IT systems.

Criteria

The Types of Questions You Need to Answer

Functionality

e Does the product have the data entry capability that physicians require (e.g., structured orders, automated check for drug
interactions for a CPOE solution)?

e Does the product have reporting capability that management requires (e.g., cost of care reporting, workload management
reporting for a CPOE solution)?

Technical Architecture infrastructure?

¢ Does the product support the organization’s standard hardware, operating system, and other supporting technical

e How does the product manage security (e.g., user accounts management, authentication, authorization, encryption)?

Life Cycle Cost

upgrades?

e What is the vendor’s software licensing model for the initial purchase? Common options include named seat (i.e., buy one
license for each user) and enterprise (i.e., buy the right for all users in an organization to use the product).

e Does the vendor charge an annual maintenance fee? Many vendors charge 18 percent of the initial license cost per year.
e Do you need to purchase optional product modules to meet the requirements?

¢ Does the vendor assume that the acquiring organization will provide supporting software (e.g., Oracle database, Web
servers, etc.)? Do you need to buy any of that software?

e Do you need to upgrade the hardware and network environment to have acceptable performance? What is the cost of those

e Does the vendor sell a technical services package that provides access to experts or upgraded help desk support?

Vendor

e What is the company’s history of total profitability and profit margins?

e \What is the stock performance and investment community coverage of publicly held vendors?

e \What is the bond rating of the vendor? Does a poor bond rating indicate financial health concerns?

¢ Does the company have a history of a positive cash flow and enough cash to service its debt?
e How stable is the vendor’s source of capital (e.g., is it relying on venture capital funding)?

e Does the vendor appear to place a priority on supporting the product line? Are the profit margins and growth rate of the
product attractive enough for the vendor to continue supporting the product?

feedback versus relying solely on paper-
based documentation review.

Product Configuration and Development
Once the final solution is designed, the
project team can perform the configura-
tions and customizations.

Perform configurations within the context
of the vendor’s design. The primary activity
during this phase should be configuring the
product within the context of the vendor’s
product design. Configurations performed
according to the vendor’s methodology
will help ensure that you can upgrade to
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new software versions as they are released
by the vendor.

Monitor customizations made to the prod-
uct. As the project progresses, you should
monitor progress and ensure that each
customization is justified. If customiza-
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Table 2. Project manager’s checklist for a successful health IT selection and implementation.

Concept and Business
Case Definition

Primary Objective

Establish metrics that will govern the remainder of the project
and measure SUCCESS.

Clear metrics will help focus the vendor selection process.

State metrics in terms of clinical and business outcomes.

Process and Requirements
Analysis

Clearly document the business process that the COTS product
will support. Document the requirements that the final system
must meet independent of technology.

Do not make product selection decisions until the process and
requirements are documented.

|dentify opportunities to revamp existing processes.

State requirements from all stakeholder perspectives.

Screen and Select Product

Evaluate candidate products against a documented set of crite-
ria and make a final product selection.

At a minimum, evaluate candidate products against functional,
technical, cost, and vendor criteria (see Table 1).

Try before you buy to avoid “vaporware.”
Check the vendor’s references.

Include all stakeholders in the selection process.

Design Solution

|dentify the configurations needed on the pre-packaged system
to meet the organization’s specific requirements.

Compare the requirements against the out-of-the box product
capability.

Define required configurations and customizations.
Use an interactive design process.

Whenever possible, modify the clinical workflow to conform to
the selected product.

Product Configuration
and Development

Implement configurations and customizations needed to meet
the requirements.

Perform configurations within the context of the product’s
design.

Limit customizations. When customizations are necessary,
ensure they are well documented.

Testing

Test the final solution to your organization’s specific require-
ments.

Plan for thorough testing.

Test cases should reflect the anticipated real-world use of the
system.

Implementation, Roll-out
and Evaluation

Execute an orderly roll-out of the new process, roles and re-
sponsibilities, and system to end users.

Establish and execute an on-going training and change man-
agement program for end users.

Evaluate and adapt the system to tune it so that it will provide
anticipated value.
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tions are completed, make sure they are
well documented.

Testing

After the package is configured, the proj-
ect team must test the final solution before
making it available to end users.

Test cases should reflect the anticipated
real-world use of the system. Although the
vendor provides a developed and tested
core software package, you must ensure
that the final solution functions properly in
your environment. Configuring the prod-
uct to your requirements and installing it
on your hardware and network creates a
unique system that requires validation. The
testing phase should assemble a collection
of users that complete the same actions as
they will on the production system.

Ensure that there is adequate time for test-
ing. All software projects face pressure to
compress testing activities in order to fa-
cilitate a faster roll-out of the final solution.
Avoiding this pitfall can help make a COTS
investment successful.

Implementation, Roll-out, and Evaluation
The final phase involves implementing the
configured software product on the pro-
duction hardware and making the soft-
ware available to end users. In addition to
the technical implementation, the project
team must develop and execute a train-
ing program to ensure that all stakehold-
ers understand proper use of the system.
The training program should also ensure
that all users understand new and modi-
fied workflows. A formal evaluation should
be undertaken to verify that the anticipated
value of the system has been achieved.
This evaluation will help identify compo-
nents of the system and associated work
processes that need further adaptation to
fulfill the system’s value expectations.

Investment and Project Review

Once implemented, you should revisit the
project to determine if it met the original
investment objectives. This includes de-
termining if the project had the intended
impact on clinical outcomes and financial
objectives. This activity should also include
documenting lessons learned for future in-
crements or initiatives.

Conclusion

Implementing vendor-based IT products
has the potential to transform the care
delivery and other critical business pro-
cesses. However, these projects require
substantial planning and management to
be successful. This article has presented
a framework that can be used to introduce
the project management and software
implementation discipline that is required
for a successful roll-out of vendor supplied
IT systems. Table 2 summarizes these
considerations into a project manager’s
checklist for a successful health IT selec-
tion and implementation. <
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