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Having the budget drive the information
categorization will only serve to
de-value the information and
mission of the system.

types and the impact of loss, corruption, or disclosure of the
information based on the government’s mission. The FIPS
199 categorization is assigned an impact level (High, Moder-
ate, or Low) for each of the three categories - confidentiality,
integrity, and availability (C-I-A). While individual impacts
are identified for C-1-A, the overall information system cat-
egorization is determined as the highest of the three impacts.
The FIPS 199 categorization is then used to select the initial
baseline of security controls using SP 800-53.

Non-federal/commercial system owners may choose to
utilize the information types and impacts as defined in SP
800-60 or they may identify their unique information types
and impacts based on their missions and risk tolerance. The
categorization of the non-federal/commercial system may
be more difficult since information types and impact of loss
are not always fully documented within an organization or
may drastically change based on the executive in charge at
the time of the assessment. It is the security professional’s
responsibility to assist with the categorization of the infor-
mation and arbitrate among the stakeholders to come to a
consensus.

It is important to separate the impact categorization from
the implementation of security controls. Information system
owners tend to worry about the financial cost of implement-
ing additional security controls and base the categorization
on the available funding. While the implementation of con-
trols is related to the categorization of the system, having the
budget drive the categorization will only serve to de-value the
information and mission of the system. A distorted security
categorization will result in underestimating the risk of op-
erating the information system, expose the organization to
unknown risk, and likely result in continuing to under-fund
the security controls for years to come. It is better to identify
the organizational impact of the system correctly and build
the security controls around that determination.

Selecting the security controls

After the organization accurately identifies the security im-
pact associated with the loss of C-I-A, the system owner can
begin the process of selecting the appropriate security con-
trols. SP 800-53 defines individual security controls as well
as three baselines of controls for the FIPS 199 categorizations
— Low, Moderate, and High. Selecting the appropriate security
controls is not as simple as selecting the NIST-defined base-
line. Each information system is unique and must be treated
as such when determining the security requirements. SP 800-
53 provides significant flexibility in selecting and modifying
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the appropriate security controls, which provides the ulti-
mate flexibility to properly define the information system’s
requirement.

Identifying appropriate security controls is a four-step pro-
cess:

1. Use the FIPS 199 categorization to select the control base-
line

2. Modity the baseline by removing unnecessary controls
(scoping)

3. Identify compensating controls, where necessary, to meet
the intended protection provided by the NIST controls

4. Supplement the controls for unique security requirements

Stakeholder agreement during this process is essential in suc-
cessfully identifying appropriate security controls.

Initial baseline

Selecting the initial baseline is as simple as using the high
watermark identified in the FIPS 199 security categorization
and utilizing that to identify the matching security control
baseline identified in SP 800-53. However, relying only on the
default SP 800-53 baseline, while seemingly simple and safe,
may result in the inability to meet some controls, increased
and unnecessary cost, as well as incorrect focus on irrelevant
controls based on the system’s risk posture. Additional modi-
fication of the baseline is required to identify the most ap-
propriate security control requirements for the information
system and the stakeholders.

Control scoping

Control scoping is the alteration of the initial security base-
line by removing controls that do not make sense in the con-
text of the information system. SP 800-53 identifies eight fac-
tors to evaluate when scoping the security controls; however,
most information systems are only affected by three — com-
mon security controls, technology, and security objective.
These three are discussed below.

Common controls

Common controls are security controls that are implemented
centrally, but utilized universally. For information systems
with limited (or shrinking) budgets, system owners should
take full advantage of existing common controls or consider
consolidating common controls for economies of scale. When
selecting the security controls for an information system, sys-
tem owners can inherit the control from another information
system, thus reducing the cost of re-implementing it for each
system. For example, a data center may have fifteen separate
information systems performing significantly different func-
tions. Each information system has requirements to perform
event auditing and audit log monitoring. Audit log monitor-
ing is extremely expensive to staff 24x7. Multiply that person-
nel cost across fifteen information systems and the cost is as-
tronomical. However, centralized monitoring as a service for
all 15 information systems will be significantly less expensive
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since audit log monitoring does not grow exponentially with
the size or number of information systems being monitored.
The cost of audit monitoring can be shared among the fifteen
system owners, thereby reducing the cost per system owner.
In addition, centralizing specialized services like audit moni-
toring may increase the effectiveness of the control since the
personnel performing the monitoring will likely be full-time,
dedicated expert staff for audit monitoring. Centralizing the
expertise and knowledge with dedicated experts will always
yield better results than having your UNIX system admin-
istrator evaluate audit logs sometime during the day as time
permits.

Technology

Some NIST security controls are technology dependent. If
your information system is not utilizing that technology,
then the security control would not apply. For example, NIST
defines a security control for wireless access, AC-18 Wireless
Access Restrictions. Information systems that do not require
wireless technology can remove the control. System owners
should review all the NIST controls in the context of the in-
formation system to determine if any technology-related se-
curity control can be removed.

Security objectives

The FIPS 199 categorization for each of the three security
objectives (confidentiality, integrity, and availability) may
not always be the same. A government information sys-
tem, which is designed to provide critical data to the pub-
lic, may have a low confidentiality categorization yet have a
high availability and integrity categorization. NIST identifies
some security controls as only satisfying one of the security
objectives. These controls can be downgraded to appropri-
ately match the categorization of the security objective. For
example, a Low, High, High (for confidentiality, availability,
and integrity) information system will start with the SP 800-
53 High security controls baseline since both availability and
integrity are categorized as high impact. NIST defines SC-9,
Transmission Confidentiality, as a confidentiality-only secu-
rity control required for moderate and high impact systems.
It is not required for low impact systems. Our example system
has an overall security categorization of high; however confi-
dentiality is low. Using the NIST process of scoping the secu-
rity controls, SC-9 may be safely removed from the baseline
without impacting the system’s mission.

Compensating controls

SP 800-53 defines a compensating control as “.. a man-
agement, operational, or technical control (i.e., safeguard or
countermeasure) employed by an organization in lieu of a rec-
ommended security control in the low, moderate, or high base-
lines described in NIST Special Publication 800-53, that pro-
vides equivalent or comparable protection for an information
system.” In certain circumstances, the system owner may
determine the recommended security control identified in

3 NIST SP 800-53 Revision 2, December 2007.
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the SP 800-53 baseline is impossible or not cost-effective to
implement as defined. Removing this control from the base-
line through scoping may introduce an unacceptable risk.
NIST allows the system owner to implement other security
safeguards to meet the intent of the control. For example, an
information system consists of one webserver, one database
server, and one application server. NIST recommends separa-
tion of duties among the personnel administering the system
and personnel auditing the information system. Assigning
multiple people to the oversight of such a small system may
introduce an unacceptable cost to the system owner. How-
ever, without additional personnel, the separation of duties
is impossible to implement. The intent of separation of du-
ties is to ensure no single individual can take advantage of
the information system by performing unauthorized actions
without notification. Separation of duties is only one method
of meeting the security requirement. Another method would
be to strengthen audit, accountability, and personnel security
controls.*

Supplementing the controls

After all unnecessary controls are eliminated through control
scoping and unachievable controls are compensated, system
owners may wish to supplement the control requirements to
achieve additional security for mission specific requirements.
The system owner may choose to add additional security con-
trols to the required list for any number of reasons, including
mission, political, or risk tolerance. For example, an organi-
zation operates an information system that provides products
to the general public for a fee. The products provided are not
time sensitive, so availability is only identified as moderate
impact. During the previous year the system was unavailable
for 12 hours. No information was lost or corrupted due to
the outage and the organization did not lose revenue from
missed sales. While the service interruption was disruptive
to their clients, all information was provided once the system
came back online. The organization was flooded with status
requests, phone inquiries, and upper management pressure
to resume service as soon as possible. In addition to this in-
formation system, the organization operates another system
that has a high availability requirement and a significantly
higher public profile. While the high availability system was
unaffected, the organization’s reputation was significantly
tarnished. Customers just lost faith in the organization to
provide service. Based on that outage, the organization deter-
mined all of their information systems must meet high avail-
ability requirements to ensure their reputation for providing
timely service was not impacted in the future. They mandat-
ed all systems supplement their security controls to increase
system availability above the NIST-recommended controls.

Cost savings

Implementing security can be costly and system owners are
always looking for ways to reduce their costs and maintain or

4 Ibid.
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enhance their security posture. Two ways the system owner
can reduce costs using the control selection process are in-
heriting common controls and segmenting the information
system to reduce requirements.

Common controls

Common controls, as discussed earlier, are security controls
implemented by another information system that your system
can utilize. The cost savings of common controls increases as
the number of information systems that utilize the controls
increases. Depending on the control, the savings can be ex-
tensive. System owners should ask how they can join forces
with another information system to consolidate imple-
mentation. For example, NIST requires system owners

to implement secure baselines for operating systems
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compromised. The integrity is identified as moderate impact
since alterations of the data will not result in severe conse-
quences. The availability of the system is also identified as
moderate since an outage, while disruptive, will not result in
severe consequences. Therefore the FIPS 199 categorization
of the system is High confidentiality, Moderate integrity, and
Moderate availability. The overall impact is high. Since the
most sensitive information, patient personalized informa-
tion, is not segmented, the entire information system must
meet the high impact controls. However, if the system owner
were to re-architect the information system to isolate the per-
sonalized information from the medical procedure informa-

High Security Controls Segment
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arate secure baselines for each information system Claim Form Claim
is costly. The federal government has developed a Dﬁ | Receiving Processing
secure baseline for Windows XP and Vista oper- Internet |:||:|
. . . | Payment
ating platforms that all agencies must implement. Processing

The Federal Desktop Core Configuration (FDCC)?
defines the secure baseline that all federal desktop
machines must implement. The federal government
has significantly reduced the cost of developing,
testing, and maintaining a secure configuration
by centralizing the activity. In addition, the
federal government allows for commercial

use of FDCC for free, eliminating the need

for others to re-invent the wheel. The more
controls the system owner can centralize,

the larger the cost savings.

Internet

Segmentation

Another method of cost reduction is to segment the infor-
mation system into sub-systems that require different levels
of security. The control selection process, and ultimately
the cost of fully implementing the security requirements, is
based on the FIPS 199 security categorization. If your infor-
mation system processes, stores, or transmits an information
type that is driving your higher system categorization, it may
be possible to re-architect or segment the system to isolate
the sensitive information. This will allow the system owner
to focus the implementation of the higher security controls
to the segment with the most sensitive information instead of
the entire system.

Segmenting the information system may result in signifi-
cant cost savings. For example, consider an information sys-
tem that processes medical insurance claims. The insurance
claim comes in from a medical service provider and includes
all information about the patient, including name, contact
information, medical procedures performed, diagnosis,
and insurance information. The insurance company stores
all this information in a single database for processing and
payment. The system owner determines the confidentiality
of the patient information is categorized as a high impact if

5 http://nvd.nist.gov/fdcc/index.cfm.
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Figure 1 — Before and after segmenting sensitive data
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tion, the system can isolate the high impact information on a
separate segment (see Figure 1). The system owner can limit
high controls to the segment with the most sensitive data and
implement moderate controls elsewhere. In some systems,
isolation of the sensitive data can drastically reduce the cost
of securing the information system.

Summary

Once the control baseline is finalized and all tailoring com-
plete, the system owner needs to achieve stakeholder agree-
ment. For federal information systems, the authorizing of-
ficial (AO)® makes the final decision on the control selection.
For non-federal government and commercial organizations,
the approval should come from a senior member of the man-
agement team responsible for the mission. The key to AO
agreement is to ensure all decisions are fully documented
with sound justification. System owners are more successful
when the decisions are vetted with key stakeholders, includ-
ing security officers and the chief information officer.

6 Some organizations use the term Designated Approving Authority (DAA).
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A recurring issue that system owners encounter is lack of
funding to implement all the required controls. As stated
earlier, cost should not be a factor when determining the se-
curity requirements; however, cost is a large factor in the im-
plementation of controls. Risk decisions are made when addi-
tional funding is required to implement all security controls.
The system owner and the authorizing official must commu-
nicate frequently to ensure that management’s expectations
of system security are thoroughly met. Full disclosure of the
residual risk ensures all stakeholders are aware of the system
limitations. If the AO deems the residual risks as unaccept-
able, he may choose to allocate additional funds to mitigate
the risks, or ultimately accept the risk until further mitiga-
tion is possible. System owners are highly encouraged to work
closely with the AO to offer alternative solutions whenever
possible to reduce the risk. Sometimes it is possible to come
up with a low-cost alternative that may not completely miti-
gate the risk, but will reduce the risk to an acceptable level.
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Security is not about installing the latest firewall or technol-
ogy product. It is about managing your risk. All information
systems have residual risk. Following a sound process, docu-
menting your decisions, and ensuring stakeholder agreement
will help manage risk and protect your system.
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