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Net neutrality arose several years ago as a political issue regarding operation of the Internet and the potential for some actors 
within the Internet, mostly the major network providers, to practice forms of Internet traffic discrimination that could be 
judged harmful to specific Internet users and to the Internet community overall. [1] Net neutrality refers to the general prop-
erty of the Internet today insofar as it handles all data traffic in the same manner, i.e., with equal and non-discriminatory pri-
ority. The definition of net neutrality is controversial because there is no across-the-board agreement that the Internet oper-
ates fully in a neutral or non-discriminatory manner today, and whether or not it is in the best interest of the Internet com-
munity that it continue to operate in a fully neutral or non-discriminatory manner today and in the future. Discussions on net 
neutrality today focus on how neutral the Internet should be, and whether or not attempting to maintain or achieve the 
strictest form of net neutrality is in everyone’s best interests. [2]  

Net neutrality covers many important and emerging issues on how the Internet should be operated in the future. Al-
though specific federal legislation protecting net neutrality has been considered for the past three years, there is some risk 
that premature legislation could overly constrain or wrongly direct Internet development. Perhaps the best approach for now 
is to continue the network monitoring and multi-community dialogues that are grappling with net neutrality issues as they 
occur. The Federal Communications Commission should continue and redouble its support and guidance of these efforts.  
  
 

Introduction 
In 2006 and 2007, legislative initiatives were proposed within 
the U.S. Congress in attempts to design and implement legisla-
tion that could control and curb the Internet in order to preserve 
net neutrality. [3] Though no form of net neutrality legislation 
passed at that time, a new bill—H.R. 5353, the Internet Free-
dom Preservation Act of 2008—was introduced in the spring of 
2008 by Representative Edward Markey. [4] As this paper will 
discuss, perhaps there are some needs to protect fundamental 
aspects of how the Internet operates today so that the benefits it 
has already provided for society can continue. On the other 
hand, there are reasons to be concerned with attempts to legis-
late the operation of the Internet, and that premature legislation 
could cause more harm than good overall. 

The root concept of net neutrality is that the Internet was 
designed to provide a basic service of transporting and direct-
ing data packets of information between originating and desti-
nation users, employing standard protocols that take all packets 
of information and forward them from one network node to the 
next network node according to recognized and agreed-upon 
design and operation principles that do not discriminate on the 
basis of:  

 
 Sender identity 
 Recipient identity 
 Amount of data sent 

 The nature of the application services by the data packets 
being sent [5] 

 
Internet design is that these packets are processed and for-
warded only on a first-come, first-served, non-discriminatory 
basis.  

What makes the net neutrality issue complex, subtle, and 
politically sensitive is that it is actually a part of (or perhaps a 
code word for) a larger-scope issue regarding how the Internet 
and its related technologies policies, practices, and rules of op-
eration will develop and change in the future. These develop-
ments and changes will greatly impact what all Internet users 
will experience with the Internet in the future and who will 
benefit and who will lose as part of these changes. 

 

What is the scope of the issues 
surrounding net neutrality? 
The history of the Internet is bound up with an academic view 
of how information should be exchanged and of its importance 
in society. [6] The fundamental concepts of Internet Protocol 
(IP) were designed to place the least structure and restriction on 
the movement of data, while at the same time giving all users 
the ability to do what they wanted to do. The concept of allow-
ing packets of information to be transferred across a set of 
loosely linked networks evolved over time as the most general 
and open solution. The introduction and development of the 
higher layer capabilities of the Transmission Control Protocol 
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(TCP) allowed the demands of applications to be met with the 
much more general design of the lower-level IP. 

The design of the Internet has fared quite well, despite the 
fact that over its lifetime there have been concerns that it was 
going to “run out of bandwidth” and be over-subscribed. For 
the most part, this has not occurred, mostly due to the fact that 
the Internet has been expanded greatly over time with more fi-
ber optic connections and better and faster router capability. 
Also, management techniques have been adopted to help keep 
the Internet under general control. Exactly what these controls 
should be and how much bandwidth will be needed as traffic 
continues to grow leads to concerns which inevitably rekindle 
the net neutrality debate through a variety of questions such as:  

  
 Who will and who must pay for this expansion of the 

network?    
 Who really controls the Internet?   
 Will the rights of individual users and fledgling 

entrepreneurs and other “less powerful” parties be 
superseded by powerful organizations and their 
representative groups? 

 
Why has there been a continued call by organizations and 

individuals to “safeguard” the Internet by proposing and im-
plementing “net neutrality” rules and policies that would im-
pact how the Internet would be specified, designed, imple-
mented, and operated in the future? The answer lies in the po-
tential influence and impact of a variety of groups that are both 
affected by and have influence over the operation of the Inter-
net. There are numerous groups that can be differentiated on 
the basis of who they are, what they do, and how they would be 
impacted by changes to the Internet. 

 

Groups impacted by Internet net 
neutrality 
Users, developers, network providers, and other businesses and 
organizations have different perspectives on what the Internet 
represents for them and the opportunities it provides them. 
What follows is a brief discussion of these various groups and 
how, in general, their view of the Internet is impacted by their 
motivations and expectations of the Internet. These groups are 
not necessarily described in the order of their influence or im-
portance to the future of the Internet. It is possible for any 
group or community as described to have characteristics, goals, 
and behaviors deviating from their general class, and to have 
similarities to other groups in some ways. 

Group 1: Academic and technical community 
There is a variety of sub-groups and disciplines represented 
within the academic and technical community. The first sub-

group includes the original developers of the Internet and its 
major off-shoot application, the Web. These pioneers were part 
of an early vision that was and still is quite lofty and idealistic 
in its overall concept. The Internet was conceived, designed, 
and developed as a common resource for users to move infor-
mation in a uniformly described, fair, and unimpeded way that 
gives essentially everyone equal footing and rights to do so. 
The concept of a connectionless IP layer with datagram packets 
free to move and be routed from source to destination is the 
main theme directing the design and operation of the Internet, 
and many within the early community believe that it should es-
sentially stay this way. These fundamental concepts of the 
Internet are embodied in what is referred to as the “end-to-end 
principle,” whereby nearly all the processing and intelligent 
decision making for Internet transactions occur at the end 
points of the system. Many from the academic and technical 
community believe that new technology should be used solely 
to improve the hardware capability and bandwidth applied to 
making the original concepts keep working essentially as they 
have. [7] 

Within the engineering community there are some tech-
nologists who suggest that although the Internet design and re-
lated technologies have worked in the past, the explosion of 
bandwidth requirements and the changing nature of the appli-
cations in use on the Internet make it useful to consider aug-
mentation and greater flexibility in protocol and control tech-
nologies.   

Academic economists have a range of views on the Inter-
net that can vary towards and away from strict net neutrality, 
depending on their overall political vantage point. Many 
economists talk of telecommunications markets and whether or 
not they are truly competitive, or are monopolistic or duopolis-
tic. In the case of pure competition, many economists indicate 
that net neutrality principles are not necessary since no one 
telecommunications provider can control the market and collect 
supplier “rents” from users due to non-neutral operation of at 
least portions of the Internet. These arguments are interesting, 
but complicated by difficulties in fully understanding how 
Internet telecommunications suppliers are operating in fully 
competitive or non-competitive markets. In fact, they may be 
operating in both simultaneously. In terms of the last mile of 
connectivity for nearly all Internet users, there is typically a 
monopoly or duopoly situation because there may only be one 
major telephone-based telecommunications provider and one 
cable television-based Internet Service Provider (ISP) available 
to a user or community. 

Other academic groups concerned with net neutrality are 
within the legal academic community. They are involved with 
the issue of net neutrality in support of or against the interests 
of the major telecommunications providers, the major Internet 
application providers, and those who represent the major enter-
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tainment and intellectual property providers, as discussed be-
low. [8] 

Group 2: Telecommunications providers 
The major telecommunications companies have differing posi-
tions with respect to net neutrality, often depending on the de-
tailed nature of their businesses, their planned business model 
strategies, and the specifics of their telecommunications infra-
structure supporting the Internet. For example, a regulated tele-
phone service provider has a different perspective than that of a 
major U.S. cable television-based Internet provider. The cable 
television industry developed as a broadcast service, providing 
television to communities that could not easily receive over-
the-air television broadcasts. Over the last 15 years, the U.S. 
cable television industry has expanded its capabilities to pro-
vide digital television with a large degree of additional video 
programming beyond that developed by the major over-the-air 
broadcast organizations (NBC, ABC, Fox, CBS, etc.). The bulk 
of the cable television business and associated revenues have 
come from shipping video information to its subscribers. Inter-
net connectivity and voice telephone service have come as a 
more recent addition to the basic mission of the cable provid-
ers. Thus, the telecommunications infrastructure of the cable 
providers has been overwhelmingly designed to facilitate 
broadcast and download of content to users, and is not designed 
to support upload of content from users. Under the Data-Over-
Cable Service Interface Specification (DOCSIS) 1.1 standard, 
which is still the predominant operating mode for U.S. cable 
providers today, upstream bandwidth capabilities are very lim-
ited and very vulnerable to increases in user upstream data traf-
fic. [9] These characteristics have led some cable telecommu-
nications providers, such as Comcast, to treat Internet traffic in 
ways that have appeared to be decidedly “non-neutral.” [10] 

On the other hand, major local exchange telecommunica-
tions carriers have been spending a great amount of money and 
effort to increase bandwidth to their customers and have, in 
general, greater symmetry between upload and download ca-
pacity with their customers—though by no means total symme-
try. Thus, the motivations and activities of telephone service 
providers will differ significantly from those of Comcast, Inc. 
This circumstance has been recently observed to impact tele-
communications provider behavior with respect to net neutral-
ity. 

In the longer term, many analysts have concluded that the 
interests of the major telecommunications providers are not 
aligned with net neutrality in the sense that these providers 
could economically benefit from providing value-added ser-
vices and integrating the additional content and applications 
derived from future triple play and quad play services, with 
network discrimination a tempting approach to adopt. [11]  

Group 3: Internet applications providers 
High-profile participants in the Internet include organizations 
that provide some of the most used applications. Google comes 
to mind with its extremely well-used search engines and map-
ping services, as well as its YouTube.com video playback site. 
Other major applications include Apple’s iTunes Website, 
Amazon.com, Microsoft.com, and ebay.com, which are all ma-
jor Internet retailers. Yahoo.com and the more focused social 
Websites—facebook.com and myspace.com—are also some of 
the larger Website applications. [12] These organizations 
through their Websites have delivered well-accepted capabili-
ties to service users, provide information, support significant 
levels of user interaction, and provide products and services, 
both indirectly and directly. These wide-ranging services have 
changed the behavior and expectations of users in the U.S. and 
worldwide. The major Internet application providers have an 
interest in preservation of Internet net neutrality, and they want 
the Internet to allow them continued and complete non-
discriminated access to their full customer base. 

Application providers are businesses and as such have 
concerns about security and safety for both financial transac-
tions and for user privacy. Net neutrality may be less important 
to this group if it conflicts with the support of safety and secu-
rity of transactions. 

Group 4: Intellectual property and entertain-
ment providers 
There are owners and distributors of intellectual property who 
use the Internet as their major or sole channel of distribution. 
However, many were established long before the Internet came 
to prominence and universal use, and thus have only partici-
pated marginally on the Internet compared to other organiza-
tions. The major music distribution organizations and the mo-
tion picture industry represent the major providers in this sec-
tor. Their concerns with respect to net neutrality are focused on 
protection of their intellectual property rights in a climate 
which is rapidly changing in terms of its expected distribution 
modes, and in attitudes, laws, and legal practice regarding how 
intellectual property is obtained, distributed, and controlled. 
Some of the major players in the intellectual property provider 
sector, represented by the Recording Industry Association of 
America (RIAA) and the Motion Picture Association of Amer-
ica (MPAA), are interested in the implications of net neutrality 
in terms of how it may impact their ability to protect their intel-
lectual property from illegal copying and distribution over the 
Internet without, in their opinion, adequate control and checks. 
Recently, both the RIAA and the MPAA have come forward to 
express their solid opposition to essentially any form of net 
neutrality legislation. [13] 
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Other impacted groups 
There are many other constituency groups that will be impacted 
by net neutrality on the Internet. Obviously, the end user public 
will be greatly impacted through the range of information and 
applications that the Internet will or will not provide them as a 
result of net neutrality policy or legislation in the future. The 
cost of this information and service will also be impacted by 
whether or not the full range of both innovation and competi-
tion can be maintained on the Internet in the future. That is why 
there are numerous groups focused on support for maintaining 
net neutrality. 

Another group impacted by net neutrality is telecommuni-
cations workers, represented by unions promoting their general 
interests and allowing a degree of focus of their interests within 
the telecommunications expansion and development sector. 
The installation of greater capacity in terms of fiber cable and 
switching electronics is a goal of the communications workers, 
since it strengthens the value of their efforts and provides a 
more robust sector to support the telecommunications workers 
and their union. Telecommunications workers generally look 
negatively at proposals that tend to limit or focus the use of the 
Internet, thus reducing the degree of investment to be made in 
Internet infrastructure. The telecommunications workers sup-
port greater bandwidth capabilities for all Internet users 
through a stronger and more robust Internet backbone network. 

The emerging, but fledgling, Internet entrepreneurs repre-
sent an array of individuals and small organizations that are 
adopting and inventing new applications to take advantage of 
the Internet and to provide new and inventive applications for 
users across the Internet. Some of the Internet entrepreneurs of 
today may become the major Internet applications providers of 
tomorrow. These emerging entrepreneurs generally count on 
the open and neutral characteristics of the Internet in order to 
design and implement their new services. Thus, with few ex-
ceptions, these participants within the Internet are supporters of 
net neutrality for the Internet. 

The government sector is involved with the evolution of 
net neutrality. Key organizations within the federal government 
are currently charged with the maintenance of net neutrality on 
the Internet; namely, the Federal Communications Commission 
(FCC), which, under its general mandate under the Telecom-
munications Act as amended in 1996, is responsible for the 
maintenance of net neutrality to the extent that it is consistent 
with non-discriminatory behavior in telecommunications. All 
other agencies of the government, including federal, state, and 
local, are impacted by net neutrality to the extent that their em-
ployees are users of the Internet and the applications and ser-
vices provided over the Internet. In fact, it has been shown that 
the Internet has significantly impacted the manner, effective-
ness, and efficiency with which all levels of government have 

operated. [14] Within the government, law enforcement has 
continuing and expanding requirements for the capability to 
learn what is being done by individuals and groups on the 
Internet when it involves the potential for crime and impact on 
national security. While some sectors of the government ac-
tively support measures to ensure net neutrality, policies of 
other sectors actively support user transparency and data re-
trieval capabilities that could be at odds with certain aspects of 
net neutrality—particularly the end-to-end principle. [15]    

Discrimination and segmentation 
There are two basic concepts that are very useful in making 
sense of this debate on net neutrality—discrimination and seg-
mentation. Discrimination refers to the ability to differentiate, 
on one or multiple bases, the availability, price, speed, or other 
operational characteristics of an Internet-based service. Dis-
crimination would be practiced by some types of Internet pro-
viders. Within this context, discrimination in Internet services 
can be good or bad or neither depending on who is viewing it 
and under what particular circumstance. Segmentation is an ac-
tion by Internet providers to design, organize, and operate the 
Internet with differing capabilities and approaches in order to 
support chosen types of discrimination. Segmentation, like dis-
crimination, can be either good or bad, depending on individual 
parties’ points of view. Segmentation can be a good thing if it 
can support a generally beneficial discrimination of users and 
services on the Internet, while at the same time not introducing 
excessive complexity and cost to the operation of the Internet 
overall. It is interesting to note in recent remarks made by 
Robert Kahn, one of the pioneering founders of the Internet ar-
chitecture, that strict net neutrality was not as much of a con-
cern as was excessive “network segmentation” not balanced by 
improvement in overall operations. [16] 

There could be many forms of discrimination that are ap-
plied to the Internet, and resulting segmentation approaches 
could be developed to support those selected discriminations. 
Discrimination can be considered good when it provides an 
overall benefit to the majority of users, while it discriminates 
against a minority of users whose actions on the Internet are 
considered excessive, unfair, or negative in some way. For ex-
ample, ISP and network providers should all work hard to dis-
criminate against users who desire to infect the Internet with 
viruses and worms, or launch denial of service (DoS) attacks. 

The forms of discrimination that could occur on the Inter-
net include the following.  

 
Price discrimination. Price discrimination is charging a dif-
ferent price for an Internet service or service on the basis of 
who the user is or what the application is. It is usually applied 
to situations where the cost of service is not different across 
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groups. Historically, residential telecommunications customers 
have been asked to pay less than commercial customers even 
when the costs of service are essentially the same. When al-
lowed, it is considered a good and profitable business practice. 
 
Service speed or priority discrimination. Varies the 
speed of Internet service depending on the discriminating char-
acteristics, which could include customer type, application 
type, or whether the customer has made specific arrangements 
with the network provider. Many forms of discrimination of 
this type have been judged to be forms of violation of net neu-
trality. However, decisions of users to purchase higher or lower 
amounts of bandwidth are considered net neutral, if the option 
is available uniformly to all users. If discrimination only occurs 
when network congestion is present, the discrimination is re-
ferred to as minimal discrimination. If this type of discrimina-
tion can occur when networks are not congested, it is referred 
to as non-minimal discrimination. 
 
Application or feature discrimination. Differentiates the 
availability of Internet applications or features depending on 
the nature of the users involved. This form of discrimination is 
considered net neutral if applied and available uniformly for all 
users across the board. If applied in a selective mandatory fash-
ion, this form of discrimination would be considered to be not 
network neutral. One recent example of this type of discrimina-
tion was the control of peer-to-peer data file transfer applica-
tions like BitTorrent and Azureus by Comcast.   

Discrimination amongst users on the basis of the sheer 
volume of their Internet use is generally accepted as reasonable 
practice for ISPs, but not accepted by all users. User volumes 
vary widely and nearly all ISP contract agreements have some 
form of acceptable use policy which places limits on the 
amount of data transfer or the types of applications that a user 
can have through their connection. Commercial users of the 
Internet who experience much higher data rates and overall 
data transfer purchase higher bandwidth channels that cost 
them considerably more per month than smaller commercial 
and residential users. In Europe there is a greater tendency for 
ISPs to charge users directly for the amount of data they trans-
fer. Recently, a major U.S. ISP suggested that Internet users be 
charged a rate of $1.00 per gigabyte of data they transfer over a 
specified monthly limit. [17] (To put this price into perspective, 
consider that a gigabyte of data would allow a user to conduct a 
high definition television (HDTV) two-way video conference 
for about 8 minutes with standard compression and transmis-
sion technologies.) 

When network discrimination and 
segmentation can be beneficial 
Network traffic discrimination and associated network segmen-
tation can provide potential for benefit and improvement. Take, 
for example, the issue of time/jitter sensitive versus time-
insensitive traffic. Figure 1 shows a high-level schematic of the 
current Internet situation connecting a user/client with a dis-
tance user/Website. Here we have the same user/client taking 
advantage of two Internet services—a time-insensitive applica-
tion denoted by the solid line, and a time/jitter sensitive appli-
cation denoted by the dotted line. Under the “net neutral” pro-
cedures today, the related traffic reaches the user/client’s ISP. 
The ISP connects and transports the data to the Internet back 
bone networks, and the packets traverse various switches until 
they reach the destination ISP and are forwarded to the user/ 
client or user/Website on the other end. In Figure 1, both types 
of traffic follow the same path (ISP1 S1 S2 S3 S5  
ISP2). 

In Figure 2, the situation is modified in the sense that the 
two types of traffic are discriminated at the ISP through a seg-
mented approach. The time-sensitive traffic traverses a differ-
ent path through the backbone networks and with a different 
algorithm for its control and routing. The segmentation must be 
carried out throughout the entire Internet and also segmented at 
the receiving ISPs as shown. Every component within the end-
to-end network may have to maintain and handle this new 
segmentation. Notice that in Figure 2 the time-sensitive traffic 
traverses a route with fewer “hops.” The intended effect would 
be to have given the time-sensitive traffic a shorter path with 
less delay at each router node along the path. 

Suggested reasons to deviate 
from pure net neutrality 
Reasons that motivate suggestions to deviate from a purely 
neutral Internet include the following. 
 
 Providing better quality of service (QoS) for time-critical 

applications is necessary because a strictly neutral Internet is 
too costly and inefficient to maintain, or time-critical appli-
cations will be negatively impacted at least some of the time. 

 There is a strong disparity between those who pay for the 
Internet and those who use disproportionate resources; when 
this occurs, it can definitely be unfair. 
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Figure 1. End-to-end topology without discrimination and segmentation 
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Figure 2. End-to-end topology with discrimination and segmentation 

 
 

 A strictly neutral Internet makes those who manage and op-
erate the core infrastructure of the Internet pay dispropor-
tionately for its operation, while not being able to fully take 
advantage of the Internet functional opportunities to make 
revenue and profit from customers who use the Internet. 

 A fully neutral Internet obscures the nature of the applica-
tions and information flowing across the Internet, thereby al-
lowing individuals and organizations to transmit, copy, and 
share intellectual property illegally without detection and 
retribution.  

 
Each of these issues deserves some discussion and explanation. 

Issue 1: Concerns for QoS for time-critical  
applications 
Some believe the current design of the Internet is ultimately too 
inefficient for the types of traffic that are developing over the 
Web. When everyone was limited to file transfers and email, or 
short non-data intensive Web cruising, the concept of process-
ing and routing incoming packets in order of arrival made 
sense. Now that applications are becoming very data-intensive 
and time-critical, the mode of operation of the Internet has to 
be modified. Meeting QoS goals for certain real-time traffic 
has a much bigger impact on the resources required to success-
fully operate the Internet. Thus, the cost of a byte of traffic sent 
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with a real-time requirement “costs” more than a byte without 
such stringent QoS requirements. Prioritization approaches that 
can remember the routing destination for groups of packets, of-
ten referred to as a flow, can allow for lower overhead for 
packet processing. If time-critical packets were given priority 
over other packets and routers were capable of distinguishing 
packets by type, it could be possible to provide expedited ser-
vice for those packets, and reduce their computation impact on 
the Internet overall.  

IPv6 incorporates specific head entry for traffic classes. 
Eventually when all switches and protocols are migrated to 
IPv6, it should be possible to institute packet-based priority 
protocols and individual data packets. Priority queueing and re-
sponse could be instituted for high priority packets. The initial 
ISP connection would be given the task of keeping track of 
customer data flows by datagram class and priority. Billing for 
end-use customers for both outgoing and incoming high prior-
ity class packets could be performed. Packet traffic by priority 
level could be measured by all backbone network providers, 
and connected ISPs would be “taxed” by the backbone network 
providers on the basis of packets sent and received differenti-
ated by priority class. This is just an extension of how the costs 
of handling traffic are handled today between the ISP and the 
backbone providers. 

Opponents of the type of packet prioritization described 
above point out that such differentiated schemes and prioritiza-
tion could lead attempts to discriminate against classes of users 
in a variety of different ways. For example, an ISP could at-
tempt to differentiate packets to and from particular vendors 
and their applications if that ISP or telecommunications pro-
vider is financially associated with a competing service. In 
IPv6, there is a location on the packet header that would indi-
cate the type of packet being sent, but it is unlikely that such 
information would be able to determine which user, vendor, or 
application with which that packet is associated. Determination 
of such detailed information would require a deeper inspection 
of the packet and its contents. This will be discussed further be-
low. 

Issue 2: Disparity between those who pay and 
those who use 
Another area of controversy is the degree of cost involved in 
handling the greater volumes of traffic generated by more and 
more users, and the proliferation of highly bandwidth-intensive 
applications such as peer-to-peer (P2P) file transfers and video 
downloading. Some proponents of net neutrality say that the 
cost factor for the major telecommunications providers is over-
stated since they have an excessive amount of fiber in place. In 
fact, one estimate states that only 7 percent of existing Internet 
capacity in terms of fiber capacity in place is currently being 

used. [18] Such statements are difficult to interpret because ca-
pacity measures must be carefully defined and qualified. One 
potential issue is that some end users are generating a dispro-
portionate share of the bandwidth demand while they are not 
paying a proportionate share of the cost of the infrastructure 
needed to handle the demand with enough QoS for the applica-
tions used. 

Whenever a resource is not directly metered, there is a 
tendency for individuals to use widely varying amounts of a 
common resource depending on their individual needs and 
situation. We all pay taxes to support roads and highways—
some of us drive on them more miles per year than others; thus, 
taxes spent on roads may not be contributed to in proportion to 
individual usage, except indirectly through gasoline consump-
tion and highway-related taxes paid. A viable solution may be 
to develop a fair and consistent measure for the amount of 
bandwidth used by each customer and then charge each user on 
the basis of the amount of bandwidth they used. One difficulty 
of this approach is matching the bandwidth used to the real im-
pact on the utilization of Internet resources. A kilobyte of data 
transferred for a user may have a smaller or larger cost depend-
ing on the degree of utilization of the network during that use 
and the QoS requirements for that service. 

Many ISPs have implicit fair use policies that indicate the 
limits to the amount of data that can be transferred during a pe-
riod of time, usually each month. An ISP can monitor and track 
individual Internet accounts and determine whether or not a 
user is sending an “excessive” amount of data across its net-
work into the Internet. Many agree that ISPs do have the right 
to limit the total traffic generated by users and/or to charge 
them in some proportion to their usage. To do so is not neces-
sarily the same thing as being non-net neutral, depending on 
how such policies are implemented.   

Issue 3: Core operation profitability 
Some have suggested that the issues of net neutrality represent 
a battle between those who control edge and interfaces of the 
Internet versus those who support its core central networks. 
The organizations that provide the last mile to customers—be 
they commercial business, residential, or major application 
providers—are the ones who profit most from the Internet. If a 
major network provider participates in the Internet only by 
supplying bandwidth and switching services for IP datagrams, 
then their revenue and profit is limited to arrangements they 
make with the other network participants for payments associ-
ated with the volume of traffic they handle and route for the 
other network vendors. 

Since the major backbone network providers do not have 
a direct relationship with the end users, the only way for them 
to be compensated for their backbone network transportation is 
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through those funding arrangements. Just as electric utilities 
generate and transport electrical energy across their transmis-
sion networks, the Internet backbone providers do the same, 
and like the electric utilities, their costs plus adequate profit 
need to be provided for. Unlike the electric utilities, the degree 
of regulation and accounting control amongst the Internet 
backbone and other network providers is not as carefully moni-
tored and regulated by local and national government agencies. 
To date, the major network providers have worked things out. 
There are strong pressures from the major providers to ensure 
that network providers get adequately compensated from their 
investments and for their operational costs. This should be the 
case, but it should not be an argument for network providers to 
move the Internet to a non-neutral operation and be able to 
generate additional income through non-neutral Internet opera-
tions and pricing policies. 

If the major network providers want to increase their 
revenues within the Internet and broadband realm, they must 
focus their efforts in applications areas not tied directly to their 
responsibilities for Internet network transport, and also expand 
their non-Internet broadband services such as television broad-
casting including IPTV. Many believe there is a potential for 
conflict of interest between network providers’ desire to pro-
vide network transport, and their desire to provide more end 
user applications and be an incentive for non-neutral network 
operations and policies. 

Issue 4: Transparency for transfer of illegal and 
copyright-protected materials 
A neutral Internet is one that sends packets on a neutral basis 
for all users without differentiating the level of service depend-
ing on the user. In order to operate an Internet-based network 
in a non-neutral manner, it is necessary to monitor and recog-
nize what the packets of information represent in terms of the 
type of application being serviced and information related to 
the identity of the sender and receiver. Such information would 
be germane to the non-neutral treatment that the data trans-
ported. The information that would be collected in a non-
neutral Internet serves to support those whose goal is to stem 
the tide of increasing movement and copying of intellectual 
property over the Internet. P2P network applications have been 
used to transport intellectual property illegally; thus detection 
of such traffic and identification of the sender and receiver are 
important tools in policing of such practices. Those industries 
impacted by such P2P traffic have goals and interests that may 
align with movement towards a non-neutral Internet. 

The technology to help determine which applications are 
potentially involved with illegal file transfers is consistent with 
capabilities for real-time monitoring and analysis of Internet 
traffic. Deep packet inspection (DPI) has been developing as a 

technology and is now at the point in which it can be effec-
tively used to sample and analyze traffic for ISPs who wish to 
manage their traffic flows more closely and meet requirements 
for traffic monitoring and reporting under the federal govern-
ment’s Communications Assistance for Law Enforcement Act 
(CALEA) program. [19] The increased capability of such 
equipment, along with the strong financial incentives to utilize 
this information for legal, security, and commercial reasons, 
has the potential to threaten network neutrality. 

 

A future scenario and net 
neutrality: AOL déjà vu 
Although concerns of net neutrality proponents could be con-
sidered overly alarmist and not realistic for network provider 
behavior in general, the incentives for the network providers 
and at times their expressed intentions should be of some con-
cern. This section discusses one path whereby a major network 
provider might develop its “Internet” network services in a de-
cidedly non-neutral direction. 

Major telecommunications providers in the U.S. are work-
ing to connect households and businesses to high-speed Inter-
net ranging in speed from 5 Mbps to over 100 Mbps. [20] The 
ability for telecommunications providers to offer a full array of 
“quad play” services, including voice telephone, television 
channels, video programming, and wireless telephone and data, 
as well as high-speed Internet access, provides the potential for 
an ever-expanding array of services at the consumer and com-
mercial level. It is not hard to imagine the internal motivation 
of the major telecommunications providers to take fullest ad-
vantage of their position to help make the potential services 
happen in a way that would be most attractive to their custom-
ers and at the same time give the telecommunications providers 
a very strong and growing base of revenue on which to con-
tinue to build their networks and to make further penetration 
into their geographically-focused customer base. 

Because the major telecommunications providers are 
strong in network development, management, and expansion, 
they are in a position to be able to move services and informa-
tion close to their customers. The information that customers 
want highly overlaps what the Internet offers today and will of-
fer in the future. The telecommunications providers can imag-
ine offering those services and products directly to their cus-
tomers over the networks they more closely manage. By work- 
ing closely with “business partners,” the major telecommunica-
tions providers can offer within-network services and informa-
tion that can have some advantages over those offered over the 
Internet. This potential is reminiscent of the “walled garden” 
world created by AOL for its customers in the early 1990s. 
AOL operated chat rooms and provided resources to its users 
directly. Product offerings were available and AOL presented a 
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special world of interaction opportunities totally within their 
own networks and direct control. Access to the Web was rele-
gated to a button in the corner. AOL was conceived in a prior 
world of dial-up connection speeds and was not able to keep its 
customers satisfied with the limited offering it had. 

To succeed in such a strategy, a large telecommunications 
provider would have to offer an experience to the user that was 
superior to what the Internet offers today or in the future. This 
could be accomplished by interjecting controls and gate-
keeping interventions on the Internet to “slow it down” and 
make it look relatively less attractive. On the other hand, the 
local telecommunications provider needs to develop the differ-
entiation more subtly by investing heavily in its own “private” 
network, developing software modules and “plug-ins” to ex-
pand the capabilities of its own network offerings, and then let-
ting the Internet suffer in comparison to its own offerings along 
with its partners. Fears of Internet security and privacy could 
also be used to help coax the users towards the telecommunica-
tions provider’s services and products and away from the Inter-
net. All of the network provider’s walled-garden services could 
be “guaranteed” to be safe and secure. Again, using triple and 
quad play convergence could be a strong tool for doing that for 
those customers ready to take full advantage of that conver-
gence. 

Given the broadband world offered by major telecommu-
nications providers today, it is not clear whether such attempts 
by the telecommunications providers would follow the route of 
AOL or could be part of a path that broadband access will go in 
the future—a path in which the essential characteristics of the 
Internet for achieving its growth, innovations, and ultimate 
success are threatened by a non-neutral and closed cyberspace 
world where flexibility as well as risk are locked down and 
controlled. This is one aspect of the net neutrality debates that 
continues today. [21]  

Preserving net neutrality on the 
Internet 
An article written by David Weitzner in 2006 provides a good 
overall description of four fundamental properties of the Inter-
net that embody the neutrality of operation that are the corner-
stones of the Internet’s ability to provide great value to users 
and significant opportunity for the growth of new concepts and 
operations that made the Internet the most important phenome-
non of the last 15 years. [22] 

Non-discriminatory routing of packets 
This fundamental property expresses the concept that traffic 
should be treated equally based on its class or type, but not 
treated differently due to the identity of the sender or receiver, 
or the specific application being used within that class of traffic 

type. Traffic types or classes could be differentiated by basic 
characteristics related to the need for low, real-time latency or 
lower levels of jitter, as characterized by Voice over IP (VoIP) 
telephone service or real-time gaming. 

User control and choice over service levels 
This concept follows from the discussion of the first, above. If 
there are differentiated classes of service, then every sender 
and receiver should be able to avail themselves of these classes 
or types of service. If there are differentials in the price of such 
service, then all users should be able to avail themselves of 
these different services at similar prices. 

Ability to introduce new services and protocols 
without prior network operator approval 
New developers and those with new ideas for innovative appli-
cations have not had to obtain pre-approval to introduce new 
Internet technologies and related applications. The expectation 
is that as long as the protocols and agreements generally made 
by Internet users and developers were maintained, new applica-
tions using new services and protocols were welcome. In a 
world where it is not possible to determine the full extent of the 
impact of sub-technologies and new procedures on the opera-
tion of the Internet, there is an implicit understanding that if a 
new application or protocol caused damage to other users that 
the community of users would work together to make the 
modifications and compromises necessary to establish stability 
in Internet operations. 

Non-discriminatory peering of backbone  
Internet networks 
The Internet backbone is comprised of a number of networks 
which all agree to work together under a set of principles de-
veloped by the Internet Engineering Task Force (IETF) and the 
general guidance of the Internet Society (ISOC) and the Inter-
net Architectural Board (IAB). The agreements governing how 
the backbone networks work together and interact are partially 
directed by IETF and IAB Request for Comments (RFC) 
documents; however, many of the agreements are specific to 
the backbone members and those network providers that con-
nect to them including the ISPs. In order for the Internet to ul-
timately remain neutral and not to discriminate unfairly among 
the range of users, the peering arrangements among all net-
works must be done in a reasonably level playing field. All or-
ganizations are not prepared to be backbone network providers, 
but those that can act at that level of performance and scale 
should be allowed to participate. 

Weitzner clarifies that these four proposed principles are 
intended for the Internet and not necessarily telecommunica-
tions providers’ networks overall. This in itself can be an issue. 
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Historically, TV, radio, and voice telephone were all non-
Internet/non-TCP/IP-based capabilities; today all of these tele-
communications channels have embraced TCP/IP technology. 
The distinction between the Internet and a broadband network 
may not be as distinct given that customers are becoming truly 
indifferent to the source of the service and only remain focused 
on the specific nature and level of that service. The point is that 
net neutrality issues are appearing increasingly across all com-
munications modalities and will not be limited by vendor mo-
dality.  

Deep packet inspection and 
privacy for users 
DPI has developed as a means to deal with a number of issues 
related to the operation of the Internet. When a packet arrives 
at a router, the first information captured from that packet is lo-
cated within the header of that packet. The packet header in-
cludes information about the source and destination of the 
packet along with other identifying information. In order to 
route a packet only header information is required. Figure 3 
shows the information associated with an IPv6 version header. 
DPI is the effort to capture additional information contained 
within a packet at the point in time when that packet traverses a 
router within the network. [23] Routers are designed to read the 
header information and to determine how they will route the 
packet. Equipment that can perform DPI is able to scan and 
analyze information located within the data fields of the packet. 
By looking “deeper” into the packet, it is possible to learn more 
about the nature of the data being sent.  

Figure 4 shows the situation with “shallow” packet in-
spection used to determine the routing of packets across the 
Internet. Packet header information is examined and this in-
formation is used to determine the destination for that packet 
and where the packet should be sent next. Within the data re-
gion of the packet, there is much more that can be learned. 
What type of application is being supported with the packet 
payload? What is the intended port for the payload application? 
Some DPI capability can perform statistical analysis of the data 
within the packet in order to determine specific software appli-
cations associated with the packet and to determine more in-
formation about the information being sent within the packet. 

Figure 5 depicts how DPI inspects much farther or 
“deeper” into the packet structure and looks inside its data or 
payload area. By correlating what is found within the data area 

of the packet and using knowledge of the nature and structure 
of common client and server applications, it is possible to learn 
a great deal about the nature of the traffic that passes through a 
DPI point. DPI can occur at any location within the Internet or 
even with an organization’s local area network (LAN), but 
most DPI activities are being performed by ISPs. 

DPI technology has increased in sophistication. Not only 
does it look into the payload area of each packet inspected, but 
it can keep track of what has been learned from packets over 
time, and use information from a sequence of packets to infer 
information about the nature of the information within the 
packet. In the case of CALEA-based law information, data 
messages from specific individuals can be sought out and re-
trieved. 

In the context of ISPs and their network management ac-
tivities, the type of “stateful” inspection and analysis process-
ing of DPI technology can be used to determine what applica-
tions are being used. Such information can be used by network 
operators to implement strategies of network management and 
control such as performed by Comcast. 

DPI can be used to learn about the proclivities and habits 
of ISP users in order to direct-market these users. Recently, Ed 
Markey expressed the idea that Internet customers should be 
able to “opt-in” to allowing ISP advertising intrusions based on 
individual user Internet activities as monitored through DPI. 
Clearly, an ISP obtaining such knowledge about its users can 
be considered an invasion of privacy and should be disclosed. 
[24] Not surprisingly, users are starting to push back against 
ISP incursions into privacy. The concept of “trip wires” was 
developed by a group of students and faculty at the University 
of Washington. [25] In their research, they have set up Web-
sites deliberately designed to be sought out by search engines 
and users in order to spread user monitoring code called trip 
wires onto client machines. Through this mechanism, they have 
been able to obtain information regarding the percentage of 
time that packet transmission between the client and servers are 
modified or augmented as they pass through ISPs and other 
networks. About 40 percent of the time there is a change or 
augmentation to the series of packets transferred. Some of 
these are due to client-side software-based changes such as in-
ternal security software, but nearly half of the modifications are 
changes or augmentations added by the ISP and intermediary 
networks. 
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Figure 3. IPv6 packet header structure 
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Figure 4. Shallow packet inspection of header information only 
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Figure 5. DPI techniques with signature analysis of payload data from multiple packets 

 
 

In numerous occasions, adware and additional informa-
tion is added to provide additional messages and advertise-
ments on client Webscreens. Many would believe that such ad-
ditional information added to the normal payload packets con-
stitutes a form of non-neutral network response, if not an inva-
sion of privacy. 

DPI can easily move into the regime of privacy violation 
if not carefully controlled. At this time there are specific legal 

prohibitions about obtaining and divulging private information 
taken from unencrypted packet payloads, but few if any details 
are legally described about the rights and privileges of both the 
senders and receivers versus the transporters of the packets. 
[26] One area where there is some definition of the rights and 
protections for packet inspection is under the CALEA legisla-
tion which has been recently extended to explicitly allow the 
telecommunications providers to gather sender/receiver data 
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from interactions over the Internet for the purposes of investi-
gating crimes, particularly those associated with threats to na-
tional security. [27] 

The main point of DPI is that the technology is present 
and improving to allow network operators at any point within 
the Internet to detect what is being sent, by whom, to whom, 
and for what purposes and applications, including detailed in-
formation from unencrypted payloads. Such capability can 
provide the means and the motivation for those telecommuni-
cations providers who would like to benefit their operations 
due to the control of the flow of Internet data and to in some 
way differentiate, control, tax, or modify the movement of 
those packets according to what might be considered a “non-
neutral” policy. The impact of DPI can be generally avoided 
through the use of encryption, and this is done automatically 
for sensitive traffic such as bank or credit card transactions. At 
present, few users bother to encrypt other packets.  

Network complexity—network 
management 
One issue that concerns network operators is protection from 
traffic overloads and security threats. Sometimes discrimina-
tion of traffic is necessary to prevent overloads from causing 
harm to users. Network managers are concerned that viruses 
and other potentially harmful payloads must be detected and 
handled before they can cause damage either to the network or 
to end users. The question is whether these activities performed 
by network operators are discriminatory or provide capability 
for network operators to misuse techniques such as those for 
non-neutral treatment of users. 

A key point that is often missed in the debate about net 
neutrality is that the Internet is really not a monolithic and cen-
trally-managed system or entity. The greatest utility to be de-
rived collectively from the Internet occurs when all the partici-
pants using the Internet abide by a set of common agreements 
and modes of conduct in their use of the Internet. 

In order to manage their networks for secure and smooth 
operation, network providers must perform network manage-
ment and implement priority setting. Priority setting allows 
some types of data packets to be processed and routed before 
other packets, and may not be considered a violation of net 
neutrality; in fact, many have argued that priority setting in  
data packet processing is a good and even necessary occur-
rence. [28] Delays are a by-product of data packet priority set-
ting, but delays can also be used to hold data packets at points 
within the network waiting for a period of less network traffic 
congestion. Priority setting and delay are two ways to look at 
the same phenomenon—data waits if it is not given the priority 
to go first. The generation of resets, as was recently reported to 
be performed by Comcast for P2P data traffic found on its net-

work, is another form of discrimination. Unlike setting low pri-
ority for packets and delaying or dropping them, modification 
of a data packet to include a “synthetic” reset indication is used 
to slow down traffic flow at the source and to actively work to 
reduce the traffic load. 

To the extent that telecommunications software and Inter-
net-based applications build “fair use” into their software, the 
entire user community benefits. However, some users can still 
act to impose much higher demands on network providers. A 
good case in point has been the issue of P2P software such as 
BitTorrent and Azureus that support multi-P2P file sharing. 
When faced with network congestion, many of these software 
applications continued to press for high data transmission rates 
 rather than backing off in their transmission requirements as 
part of a network-sharing protocol response. This behavior of 
some of these applications caused further congestion, mostly in 
the edge connectively networks along such ISPs as Comcast 
who typically use DOCSIS 1.1 cable IP’s to connect their cus-
tomers. The limited shared up-load bandwidth in this “last 
mile” connectivity was sensitive to such P2P applications that 
could easily overload the local network connections. 

Comcast responded by taking actual datagram packets be-
ing sent by P2P applications and modifying the data within the 
packet to change the reset bit within the flow label portion of 
the header. [29] This had the effect of temporarily ending the 
virtual connection between the P2P interactors, and thus re-
duced the traffic load. It would take a significant amount of 
time for the P2P applications to restart and begin attempting to 
send data again. Comcast spokespersons indicated that this 
method of packet modification was justified because dropping 
or delaying packets would not have slowed down the traffic 
given the nature of the P2P applications. Some critics have ac-
cused Comcast of being too heavy-handed in its response to 
P2P applications, and have likened what they did to the equiva-
lent within the voice telephone arena of impersonating a 
talker’s voice and telling the listener “goodbye,” in order to 
disconnect the conversation. In its defense, Comcast claims 
that reset changes within a packet fall within reasonable net-
work management policy. By a 3 to 2 majority, FCC decided 
recently that Comcast’s actions went beyond reasonable net-
work management and violated net neutrality. [30] The FCC 
chose not to punish Comcast, however. 

 

Encryption as a counter-measure 
Given the degree of datagram packet inspection with its issues 
of privacy invasion, security, and impetus for non-neutral net-
work management activities and policies, many applications 
and their developers have suggested moving in the direction of 
packet encryption as a form of protection from any major de-
viations in net neutrality and other abuses. Because only the 
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data payload can be encrypted, it can only offer limited protec-
tion. Since the header must be sent in the clear, non-net neutral 
discrimination could be based on header information. Second, 
DPI can be used to determine general characteristic of even en-
crypted payload information because the statistically repetitive 
nature of many types of applications can be determined even 
with encrypted payload data. [31] Add to the fact that encryp-
tion usually increases data payload requirements and adds more 
delay in processing most applications, this makes encryption a 
less effective mechanism for preventing or discouraging any 
non-neutral policies and actions on the Internet. 

Role of the FCC 
The FCC, under the Telecommunications Act of 1934 as 
amended in 1996 under 706 of the Public Law 104-104, [32] 
has jurisdiction over net neutrality. The FCC is responsible “to 
preserve the vibrant and competitive free market that presently 
exists for the Internet, …and to promote continued development 
of the Internet.” Thus, the FCC has the responsibility to decide 
the technical and operational boundaries as to when a network 
provider’s action constitutes reasonable network management 
behavior and when those actions constitute unacceptable non-
network neutral behavior. 

In 2005, the FCC promulgated a set of broadband network 
principles. In their words:  

 
“As a result, the Commission has jurisdiction neces-
sary to ensure that providers of telecommunications 
for Internet access or Internet Protocol-enabled (IP-
enabled) services are operated in a neutral manner. 
Moreover, to ensure that broadband networks are 
widely deployed, open, affordable, and accessible to 
all consumers, the Commission adopts the following 
principles 
 
 To encourage broadband deployment and pre-

serve and promote the open and interconnected 
nature of the public Internet, consumers are enti-
tled to access the lawful Internet content of their 
choice. 

 To encourage broadband deployment and pre-
serve and promote the open and interconnected 
nature of the public Internet, consumers are enti-
tled to run applications and use services of their 
choice, subject to the needs of law enforcement. 

 To encourage broadband deployment and pre-
serve and promote the open and interconnected 
nature of the public Internet, consumers are enti-
tled to connect their choice of legal devices that do 
not harm the network. 

 To encourage broadband deployment and pre-
serve and promote the open and interconnected 
nature of the public Internet, consumers are enti-
tled to competition among network providers, ap-
plication and service providers, and content pro-
viders.” 

 
These are obviously high-level, policy-oriented principles 

and not designed as detailed regulations or constraints. These 
principles are less direct and potentially less controversial than 
Weitzner’s four principles. What they imply is that the FCC 
must continue to work with an active policy and within a regu-
latory arena to keep assessing the actions of the telecommuni-
cations industry and to continuously judge whether the actions 
of all the players are consistent with their four principles. Oth-
ers, such as Weitzner, Wu, and Lessig, have suggested addi-
tional and potentially more restrictive principles for the FCC to 
follow. Perhaps the FCC will expand and detail their approach 
in the future, but the author believes that the most prudent ap-
proach is not to rush to a detailed technical solution or prohibi-
tion prematurely. The community of telecommunications pro-
viders, application providers, intellectual property owners, and 
end users has much more to learn. On the other hand, as many 
have pointed out, the Internet with its end-to-end open and 
flexible technologies have allowed for the creation of immense 
value and economic growth for use through the Internet over 
the last 20 years. We should be very careful before we allow 
any of its capabilities to be transformed away as the Internet 
evolves. 

Conclusions 
This paper has described the issues surrounding concept of net 
neutrality for the Internet. Multiple sides of this issue were pre-
sented. While it should be clear that this is an important and 
complex issue, it is not clear exactly what should be done to re-
spond to this issue. Proponents of net neutrality believe that 
federal legislation should be enacted to attempt to define and 
protect net neutrality. While some may oppose net neutrality 
for somewhat self-serving reasons, there is a very legitimate 
concern that prematurely enacted and poorly developed net 
neutrality legislation could well be counter-productive and ac-
tually cause more harm than good. Among those who suggest 
something should be put into law, there is some disagreement 
over how net neutrality should be enforced. [33] For example, 
should the FCC be given the continued mandate and extended 
powers and resources to enforce a net neutrality prescription, or 
should the federal courts take up the charge of enforcing a net 
neutrality regulation as an amendment to the Clayton Anti-
Trust Act? 



 
25 A  N O B L I S  P U B L I C A T I O N  

It is this author’s contention and those of others [34] that 
it is probably premature for a definitive net neutrality regula-
tion to be developed along with significant penalties or total 
sanctions except for the most egregious behaviors by the tele-
communications providers. There is a need to learn more about 
the full range of issues facing the Internet and its future and to 
establish needs and priorities for the role of the Internet in the 
future. Given the mandate already established for the FCC in 
this regard, and with a modest degree of resources allocated to 
discussion of how the Internet should evolve, a workable ap-
proach can be found. It is important that those who are observ-
ing and watching what is happening to Internet resources, poli-
cies, and practices be given a highly visible forum to inform 
both the public and the policy makers. As time goes on, tele-
communications providers and others who have a stake in the 
Internet must articulate their policies and present a clear indica-
tion of their actions that impact net neutrality. As long as the 
topic is of mutual concern and the FCC has the clear mandate 
to adjudicate issues related to net neutrality behavior for all 
parties, the chance for better working solutions and better poli-
cies and practices down the road will be greatly enhanced.  
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